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About CTI

48 Oneof the major R&D institutes in Greece

48 Has undertaken more than 85 R&D projects
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48 The CTIl team is involved in relevant FP7 and national projects in the privacy/security
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Future Currentthreats

Third party tracker or advertising company
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Smartphone Privacy Invasionaction
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their mobile devices.
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Super-Bright LED Brightest Tiny Flashlight ) _ Brightest LED _ High-Powered  Flashlight HD  Flashlight: LED
Flashlight Apps Flashlight Flashlight Free +LED (EEHES GEIRER Mol erREEE LED Torch Light

Permissions
retrieve running apps
modify or delete the contents of your USB
storage
‘test access to protected storage
take pictures and videos
wview Wi-Fi connections
read phone status and identity
receive data from Internet
control flashlight
change system display settings
modify system settings
prevent device from sleeping
view network connections
full network access
approximate location (network-based)
ise location (GPS and based)
disable or modify status bar
read Home settings and shortcuts
install shortcuts
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uninstall shortcuts
’ ﬂ control vibration
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Apple will not
see your data
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Smartphone Privacy Invasionaction
Total Malware (2018 2017) New Malware(2013¢ 2017)

o ™ 0 -
= = o
o o o
&1
Copyright @ AV-TEST GmbH, www.av-test.org
Last update: 03-20-2017 10:38

I The Independent IT-Security Institute
* Co-funded by the Co-funded by the

European Union Swiss Confederation




PRIVACY FLAG

Smartphone Privacy Invasionaction

Malware Goes Mobile: Timeline of Mobile Threats, 2004 — 2015
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2010 DroidDream Masterkey

Worms affecting jail First large attack on A vulnerability in Android virus spams all
broken iPhones using Google Play. Over 50 Android exploiting your contacts via SMS
Cydia app distribution apps containing a root certificate validation, with a link to install
system due to a hard- exploit published on the allowing malware to a phony Amazon
coded password in sshd. Android market. disguise itself as a rewards app.

legitimate app.

1000 new Android
malware samples
discovered every day.

. ———G— s

J
FakePlayer
First worm affecting ) First malware for Popular Windows bot Windows based malware
Symbian Series 60 Android makes money and banking malware uses Android debugging
phones. Spreads from by sending SMS 4 Zeus improved with its bridge to install fake
phone to phone by using messages to premium Android component banking app to Android
Bluetooth OBEX push line numbers designed to steal devices connected to the
protocol in Russia mobile transaction infected PC.
authentication numbers
(mTANS).
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Smartphone Privac
Apple iOS Android
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Web Privacy Invasion in action

Devicefingerprinting is the capabilityof a site to identify a visitinguser
via configurationsettingsor other observablecharacteristicsIn the "ideal"
case, all web client machineswould have a different fingerprint value
(diversity), and that value would never change (stability) Panopticlick
demonstrateghe kind of information obtained
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