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FutureCurrent threats



Smartphone Privacy Invasion in action
It ǿŀǎ ǊŜǾŜŀƭŜŘ ǘƘŀǘ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ǳǎŜŘ ŦƭŀǎƘƭƛƎƘǘ ŀǇǇǎ ŀǊŜ ǎŜŎǊŜǘƛǾŜƭȅ ǎǘŜŀƭƛƴƎ ǘƘŜ ǳǎŜǊǎΩ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǎǘƻǊŜŘ ƻƴ 
their mobile devices.

In reality these apps have put the security and privacy of smartphone users at risk just by requesting for fanatical permissions
ǿƘƛŎƘ ƴŀƠǾŜ ǳǎŜǊǎ ŀŘƘŜǊŜ ǘƻΦ

5ƻǿƴƭƻŀŘƛƴƎ ŦǊƻƳ DƻƻƎƭŜ tƭŀȅ ŘƻŜǎƴΩǘ ŜƴǎǳǊŜ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦ ŀƴȅ ŀǇǇΦ

Source:TheHackerNewshttps://thehackernews.com/
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XcodeGhost
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Total Malware (2013 ς2017) New Malware (2013 ς2017)
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2014 results



Web Privacy Invasion in action
Devicefingerprinting is the capabilityof a site to identify a visitinguser

via configurationsettingsor other observablecharacteristics. In the "ideal"
case, all web client machines would have a different fingerprint value
(diversity), and that value would never change (stability). Panopticlick
demonstratesthe kindof informationobtained:


