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Industrial IoT (IIoT)

2 Source: Voltimum UK, National Instruments



Connected industry

3 Source: National Instruments



Security Challenges
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Information Technology (IT) security involves protecting data

Operations Technology (OT) security involves preserving safety and ensuring production 

availability.

OT security involves compliance to additional set of standards

Source: totallyintegratedautomation



A whole range of different questions
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IT Security

4 Who are you?

4 What systems you want to access?

4 Are you coming from a trusted domain?

4 Are you properly authorized?
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OT Security

4 Are you instructing the machine to do something unsafe?

4 Are you requesting data the system should not be sending you?

4 Are the instructions legitimate?
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How do we converge these two worlds?



Different worlds ïsame vulnerabilities
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Default credentials for more than 100 products (wireless gateways, routers, programmable logic 

controllers (PLC), servers and network modules)



Different worlds ïsame vulnerabilities
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Hardcoded credentials



OT protocols
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ICS/SCADA related protocols are not that proprietary

Modbusïpublished in 1979, runs on serial, 502/TCP



OT protocols
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ICS/SCADA related protocols are not that proprietary

Dnp3 ïpublished in 1990, 20000/TCP-UDP



OT protocols
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ICS/SCADA related protocols are not that proprietary

IEC 60870-5 ïpublished in 2000, 2404/TCP

~nmap ςscript iec-identify.nse ςscript-args=Ωiec-identify.timeout=500Ω ςp 2404 <host> 

 



OT protocols

11

For every known protocol, at least one exploit tool is freely available ïfor educational purposes 

of course



Enter Shodan
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