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Extoktn EiSnon! HEARTBleed

OpenSSL v.1.0.1 ewc v.1.0.1f

Apache & Nginx Ttepimmou 60% Twv sites
/ntape echo 64bytes yia Block 1 byte
ABoC Kata To implementation Tou echo
Tt OEOOUEVO UTIOPOVLE VO OVOKTNOOUE;

Private Keys
Unencrypted requests

EAEYETE TIPWTA TO Site pe TNV LTINPESLA TNC
Qualys SSL labs

AAGETE passwords TQPA!



WAF - Tt sivat

Firewall og emtimedo 7 (layer 7).

«KorrohaBalvel» To TTIPWTOKOAAO TNC
epappoyng (http).

[TpooTioBel Vo evToTtloel eTIO0ELC OTO ETITTESOD
TOL TIPWTOKOAAOL HT TP:

AGBN 0TNV EKTEAEQN TOL TIPWTOKOAAOUL (protocol
anomalies).

Obfuscated arguments: Base64 encoded
SQL injections

XSS attacks

[VwoTa trojan

Known Application misconfigurations
MeTaBoAn e€epxOueEVWVY errors



WAF - Y& Ttolouc artsuBuvetal

2 € OTIOLOVONTIOTE TIPOPUAEL eV internet-
facing application:

Webmail.

EToplkeC oeAldEC.

Cloud applications.

Forum.

Web hosting.
>€ OO0UC BeAouv va KaToAaBouv/
QVOAVOOLV EVOEXOUEVQ attacks:

Honeypots.

Real-time blocking.

Blacklist notifications.



Mo €xw KaAo firewall!

® Layer 3 & 4 uovo.
® [Ps & ports.
@ Statefull firewall To TTOAU pexpL To emimedo transport .




(D)DOS stuumtedov 7

> KOTTOC: VO €EOVTANOEL TOUC TIOPOUC
eCLTINPETNONC TOL CLOTNUOTOC (TT.X.
Web Servers)

Xwplg TNV avaykn botnet n amplification
attack, Atyotepar connections — low
bandwidth/high efficiency

AVOKOAO VO EVTOTILOTEL N €TTIBEON

(pualoAoyIKar connections) — higher
obscurity



Me gpeva Oa aoxoAnBovv;

Auvénon Kota 43% eTnolwc Twv Layer 7
eTBEoEWV.

[TOAU €EELOIKEVIIEVEC ETIIOEDELC.
" pooTiepvoLy eUKoOAX T firewall/IDS.

Me xounAQ resources TIETUXAUVOLV TO
LEVIOTO OTTOTEAETUOL

AVOKOAOC O EVTOTILOUOC PO UTIOPOVV
VO ELVOIL EVEPVEC VIO TIOAAEC WPEC/UEPEC.



Slowloris: Normal request

GET /docs/walkme/settings.txt?callback=fixedCallback& =1393170097705 HTTP/1.1

Host: www.example.com

Connection: keep-alive

Cache-Control: max-age=0

Accept: text/javascript, application/javascript, application/ecmascript, application/x-ecmascript, */*; g=0.01
X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/33.0.1750.117 Safari/537.36
Referer: https://www.example.com/frameset.phtml?.sess=00yTr87HHCWHoMVMKNj4-McHJYY.
Accept-Encoding: gzip,deflate,sdch

Accept-Language: en-US,en;g=0.8

Cookie: timestamp=0eu9840008804r0.21094444304705; __id=VYFJZPZMUS5H7TK4KRWGUAL%3A2013




Slowloris: Slow request

GET /docs/walkme/settings.txt?callback=fixedCallback&_ =1393170097705 HTTP/1.1

Host: www.example.com

Connection: keep-alive

Cache-Control: max-age=0

Accept: text/javascript, application/javascript, application/ecmascript, application/x-ecmascript, */*; g=0.01
X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/33.0.1750.117 Safari/537.36
Referer: https://www.example.com/frameset.phtml?.sess=00yTr87HHCWHoMVMKNj4-McHJYY.
Accept-Encoding: gzip,deflate,sdch

Accept-Language: en-US,en;g=0.8

Cookie: timestamp=0eu9840008804r0.21094444304705; __id=VYFJZPZMU5H7TK4KRWGUAL%3A2013
SlowHeader: 123...




Slowloris: mitigation

HTTP timeout: header completion (IIS)
[1EQLOPLOUOC TWV TATOX POVUIV
oLVOEoEWV avo [P

[1epLOPLOUOC TWV OLOOOX KWV requests

ool [P

mod_security directive (>= v2.5.13)
SecReadStateLimit 5



HTTP POST DDOS attack

EkpetaAAceuoupaoTe OTL To POST request
exel Content-Length (GnNAQdN «Cwuo»).
POST request Ttplv To authentication:

Login prompt.

Registration form (forum).

Anuookotnaoelc (poll).

Page/Site settings.



Slow POST: MNMwc¢ ytvetau

POST /cgi/login.cgi HTTP/1.1
Host: www.example.com
Connection: keep-alive
Cache-Control: max-age=0

Accept: text/javascript, application/javascript, application/ecmascript,
application/x-ecmascript, */*; g=0.01

User-Agent: Mozilla/5.0 (Windows NT 6.1, WOW®64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/33.0.1750.117 Safari/537.36

Content-Length: 10000

&System_[D=123456....
&Account_ID=1234567....
&password=123456789.....




HTTP POST DDOS attack

Av Kavoupe enforce timeout e foon To
content-length tooo Ba NTav oUTO;

OL mobile users dev EXOUV TIOVTA UEYOAO
bandwidth.

HTTP/1.1 & chunked-encoding = ayvwoTo

Content Length.

[leploplopol pe paon to IP;

AvoAuon kKoBe duvatou POST tNng

;cpap;uoyr']q KOl TOU PEYIOTOL XPOVOU (speed
00r);



HTTP POST DDOS attack

Ovopodetol ko RUDY attack (amo to
ovopa Tou script: R-U-Dead-Yet)

ETOlO script

[IS 7 >20.000 connections aveEapTNTO
omo To hardware [rapid fail protection
sandbox]

Apache >10.000 connections [default
aelglile]


https://code.google.com/p/slowhttptest/
https://code.google.com/p/slowhttptest/

Slow HTTP POST: mitigation

Mod_security: SecWriteStatelLimit

Apache + mod_security:

mod_regtimeout:
RequestReadTimeout header=30, body=30

mod_security:

SecRule RESPONSE STATUS "@streq 408" \
"phase:5,t:none,nolog,pass, \

setvar:ip.slow_dos counter=+1,expirevar:ip.slow_dos cou
nter=60"

SecRule IP:SLOW DOS COUNTER "@gt 5" \
"phase:1,t:none,log,drop, \

msg: 'Client Connection Dropped due to high # of slow
DoS alerts'”



2UUTIEP AT UOTO

Xpnon Web Application Firewall.

KoAn yvwon tou WAF & fast response.
MeyaAN 0paTOTNTA TNC OIKTUOKNG KIvNoNC
KOl EQYOAELDr OVAALONC.

OxL og plug, play & forget Auoelg g
XYOPOC.

Xonon CDN oOTtou elvail SLVOTOV.

DNS switching e eAGYLOTO XPOVO
propagation (< omins).

DarkIPs ylae dlawplopo twv IP e
(PLOLOAOYIKNC Klvnonc.




